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[lncaTb TeCTbl — 9TO KaK nucaTb Kod. TonbKo TECTb!
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OcobeHHOCTH BED NPUNOHKEHNIA

* bonblwaa un Pa3HOPOAHAA NMNOJ/Ib30BAaTE/IbCKAA ayANTOPUA

* KnneHTCcKme areHTbl (bpay3epsbl) € pa3anyHbiIMU PYHKLMOHA/IbHbIMMU
BO3MOXHOCTAMM

* PasnnyHble KNNEHTCKMe YCTPOMUCTBA

* BbicOKMe TpeboBaHUA K CKOPOCTU OTBETA NPUNOKEHUS

* bonbloe BHMMaHUE yaenaeTca Npe3eHTauMoOHHOM YacTu
* JloKannsauyma

* besonacHoOCTb

* OrpoOMHOE MHOXEeCTBO TECTOBbIX OKPYHKEHNI



TecTnpoBaHue Beb NPUNOKEHUS

¢ TECTI/IpOBaHI/Ie Beb NPUNOHKEHUA MeeT MHOIo CXOoA4HOIo C TeCTMpoBaHUEM
APYINX NPOrpaMmMHbIX CUCTEM. OCHOBHbIE OT/IMYUNA COCTOAT B cneagyrowem.
 Ocoboe BHMMaHME TECTUPOBAHUIO NPE3EHTALMOHHOM YacTH
* be3sonacHoCTb
* Harpy3o4yHoe TecTMpoBaHue

* B 3TOM AoKnaae 6yaet noapobHO pacCMOTPEH aHa/IM3 CKOPOCTU PaboTbl
NPUAOXKEHUA, NPoBepPKa NpPe3eHTaLuMOHHOM YacTK Ha npegmeT
KOPPEKTHOCTH, GYHKLIMOHaIbHOE TeCTUPOBaHUE calnTa, 3aTparmBatoTcs
BOMPOCbI HAarpPy304HOro TeCTMPOBaHUA 1 6@30NacHOCTM.



Bannaauma canTta

* [lepBoe, 4YTO HEOOXOANMMO NPOBEPUTL A1 CAUTa — KOPPEKTHOCTb €ro
HTML cTpyKTYypbl, OTCYTCTBME HEPADOTAIOLLLMX CCbINOK, HEAOCTYMHbIX
n3obpaxKeHmm v T.n.

e Bpay3epbl MMeIT CKNOHHOCTb MO-pa3HOMY OTOOpaXKaTb OAHY U Ty XKe
CTpaHWYKy. CuTyauma ycyrybnaeTcs, eciv B Ppa3MeTKe CTPaHULbl
AONyLeHbl OWMOKK (K npumepy, NponyLEHHbIX 3aKpbIBAOLLUIACA Ter
NN OTCYTCTBYET 06A3aTeNnbHbIN aTPUOYT)

* BaKHa TaK¥e KOPPEKTHOCTb B3aMMOAENCTBUA NPUSTOMKEHUSA C
6pay3epom (BanngHbIe OTBETbI cepBepa, Ha/mumne npaBUbHbIX
3aro/I0BKOB, KOPPEKTHaA HaCTPOMKa KelnpoBaHUA U T.4.)



Bannaauma canta

ws: DEVELOPERS

Lead your code to its full potential

with great and open source tools.

EXPLORE

http://w3c.github.io/developers/tools/




Bannpauma HTML cTpyKTypbl

Info The Content-Type was text/html. Using the HTML parser.
Info Using the schema for HTML with SVG 1.1, MathML 3.0, RDFa 1.1, and ITS 2.0 support.

Error No space between attributes.
At line 1, column 3654

eatment center"data-loader="1lo

Error No space between attributes.
At line 1, column 3679

r="loader/site"data-ctx="/en"d

Error No space between attributes.
At line 1, column 3693

"data-ctx="/en"data-lang="en"d

Error No space between attributes.
At line 1, column 3707
"data-lang="en"data-auth="fals

https://validator.w3.org/nu/?doc=https%3A%2F%2Fmedexny.com%2Fen



Bannpauma HTML cTpyKTypbl

Message Summary

CSE HTML Validator Professional generated 10 error messages and 25 warning messages when checking this web page. In fact, this web page generated so many
warnings that HTML Validator terminated the check before it went through the entire document. These problems could damage this web page's search engine
rankings as well as cause viewing problems for visitors. It is highly recommended that any problems be corrected. Why validate?

URL: <https://medexny.com/en=, Charset: UTF-8, Local Time: 10:31:58 AM, Date: Saturday, November 21, 2015

Messages (errors first)

oo o

Terminating validation due to too many warnings. Please correct the warnings and recheck the document. HTML Validator is currently set to
stop checking after 25 warnings.

Is there a missing space character? A quoted string (like an attribute value) cannot be immediately followed by text. It must be followed by a
space or by the end of the tag.

...ken="d6736e67-7e@1-41c1-a8b1-93329ad4b%9a8" data-csrf-header-name="X-CSRF-TOKEN"><div id="page-info" data-
title="Medex diagnostic and treatment center”ﬂata-loadevz"loaderfsite”data-ctx:”fen"data—lang:”en"data—
auth="false" data-url="" style="display: none"></div><div id="require" style="display: none"

Is there a missing space character? A quoted string (like an attribute value) cannot be immediately followed by text. It must be followed by a
space or by the end of the tag.

...8b1-93329ad4b%9a@" data-csrf-header-name="X-CSRF-TOKEN"><div id="page-info" data-title="Medex diagnostic and

treatment center"data-loader="loader/site"flata-ctx="/en"data-lang="en"data-auth="false" data-url=""
style="display: none"»</div><div id="require" style="display: none" data-scripts="site/home"

https://www.onlinewebcheck.com/check.php



Cepsuc npoBepkn CSS ot W3C

URI : hitps./medexny.com/resources/css/common/Comimon.css

1 audio, canvas, video Owwbka pasbopa *display:inline;

1N * Owwbka pazbopa *zoom: 1}

1 legend Owwbka pazbopa *margin-left-7px}

1 :Jeuxtttgpéﬁi‘nput. select, Owwbka pazbopa *vertical-align:middle}
button, html

1 :Qgﬂ&gggz?;sﬂ;r}] Owwnbka pazbopa “overflow:visible}
input[type="submit"]

1 :ﬂgﬁggzifgggk?m] Owwbka pasbopa “height:13px;

1 I Owwnbka pazbopa *width:13px}

1 HeW3BeCcTHRIR NCeBAO3NeMEHT MNK Nceegoknace selection [selection]

1 r Owwbka pazbopa *text-indent -9999px}

1 _clearfix Owwbka pazbopa {*zoom: 1}

1 a[href]after Owwbka pazbopa attr(href) ")}

1 abbrltitle] after Owwbka pasbopa attrititle) ")"}

1 Owwbka pasbopa }@page{margin: 5cm}

1 Owwbka pasbopa }}

1 .inform Owwbka pazbopa /ftransition:all .5s;

https://jigsaw.w3.org/css-validator/



[TpoBepKa Hepabo4mx CCbINOK

Processing https://medexny.com/en

o to the results. Settings used:
» Accept: text/html, application/xhtml+xml.qg=09, application/vnd wap. xhtml+xml.q=06, */*;q=0.5

For reliable link checking results, « accept-language: ru-RU ru;q=0.8.en-US:q=0.6.en:q=0.4
check HTIML "u"a“dﬂ\'ir and C55 s« Referer: Sending

validity first. + Sleeping 1 second between requests to each server

Back to the link checker.

Status: Chec:kln% link https://medexny.com/resources/img/commaon/favicon/apple-

touch-icon-60x6 png

Checking link https://medexny.com/resources/js/common/lib/require.js

HEAD https://medexny.com/resources/js/common/lib/require.js fetched in 2.31 seconds

Checking link https://medexny.com/resources/img/common/site/bottom_logo.png

HEAD https://medexny.com/resources/img/common/site/bottom logo.png Fetched in 2.41 seconds

Checking link https://medexny.com/resources/img/common/favicon/apple-touch-icon-72x72.png

HEAD https://medexny.com/rescurces/img/common/favicon/apple-touch-icon-72x72.png fetched in 2.41 seconds
Checking link https: ffmedexny cnmfresuurcesf1mgfcommﬂnffav1cnnfapple -touch-icon-68x60.png -

1A ket o s F e deiimnt e mme Nnmmmirm e e Pl e Tt e Tl i o e MM e il 2 e FAW e A e

https://validator.w3.org/checklink



) REDDbot
[lpoBepKa B3anModenCcTBUA.

RED B3aumopgeicteyeT no npotokony HTTP ¢ REDbot
https://medexny.com/en|
YKa3aHHbIM pecypcom nposepAan 3HaynTenbHoe * EEEE— (YO
KO/ZIMYeCTBO YacTo BcTpeyatowmxca HTTP ownbok, Takux
KaK: 5:” B ste;:]:us pri\:te age freshness

* HeKOoppeKTHbIN CMHTAKCUC B 3aroN0BKax
* HenpaBuibHO chopMUPOBAHHbIE OTBETbI (Hanp,

HenpasU/AbHaA AJIMHA coobLueHunA) . i ST
* HesepHoe gzip KoanposaHune i
e OTtcyTtcTBMe 06A3aTE/IbHbIX 3aro/JI0OBKOB fetastesssiaibases RO
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* KewwupoBaHue

* Bbibop mexaHn3ma cxKaTusa

* Mcnonb3oBaHMe 3aro/I0BKOB BPEMEHW NOCNeAHErO
N3MEHEHMA CTaTUYECKOro pecypca
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REDDbot

https://medexny.com/resources/css/Common/common.css

b8 Referer ¥ O hitps:/imedexny.com/en

add a request header

General
& The server's clock is correct.

Security
@ This response instructs Internet Explorer not to
'sniff' its media type.

This response prevents some browsers from
; rendering it if it will be contained within a frame
000, must-revalidate on another site.

e
-

29 Hov 2015 14:38
Last-Modified: Thu, 12 Nov 2015 t L Content Negotiation (ldentity response )
ETag: W/"04eacbOdlccae070afbbfb3 a3 & Content negotiation for gzip compression is
Content-Language: en—GB SUppOHEd_SEUWﬂ]?4%&
X-Frame-Options: SAMECEIGIH
X-Content-Type—-Options: nosniff Caching

Strict-Transport—-Security: max—: = | includeSubDomains:

P

The resource last changed 9 days 8 hr ago.
This response allows all caches to store it.
This response is fresh until 10 days from now.

This response cannot be served by a cache
once it becomes stale.

Content-Encoding: g=zip

-

P
N R

response headers: 565 hytes body: 3132 hytes transfer overhead: 10 hytes
view body view har save validate body

=

Validation (lf-Mone-Match response | (:=Modified-Since response |

An If-None-Match conditional request returned
the full content unchanged.

@  |f-Modified-Since conditional requests are
supported.
The I-Modified-Since response is missing
required headers.




[TpoBepKa 0TODOParKEHUA B PA3/TMYHbBIX KIMEHTaX

* OcobeHHOCTb BEO-NMPUIOKEHNIN COCTOUT B TOM, YTO
npe3eHTaUMOHHAA YacTb AO0MKHA paboTaTb HE TO/IbKO B MHOXKECTBE
H6pay3epoB Ha BCEX OCHOBHbIX N/1aTPOPMaAX, HO U KOPPEKTHO
oTobpaxKaTbCA B HE3aBUCUMOCTM OT KOHKPETHOTIO 3KpPaHa

e ®M3MYECKM HEBO3MOKHO NPOBEPUTL Pas3pabaTbiBaemoe NPUIoKeHME
Ha BCeX CyLLecTBYOLWMX Bapuaumsax bpaysep/skpaH. ChegosaTenbHoO,
HeobxoAMMO onpeaennTb OCHOBHYIO LeNeBYO ayaAUTOPUIO N UX
KNMEHTCKME YCTPOMCTBA Ha KOTopble ByayT HanpaB/ieHbl OCHOBHbIE
ycunus.

* CyLLLeCTBYIOT CEpPBUCDHI, NO3BOAAIOLLME NONYYUTL NpeacTaBaeHne o
BMAE calTa B MHOXeCTBE Pa3/INYHbIX KIMEHTOB



Browser Shots

OHnanH cepBuc Browser Shots no3sonser
NONY4YUTb CHUMKMK CaliTa B MHOXKecTBe
H6pay3epoB 1 onepaLnoOHHbIX CUCTEM.

MoOXHO yKa3aTb pa3mep 3KpaHa, rmyouHy

uBeTa, noaaep»Ky JavaScript, Java u Flash.

B nepByto ouepeab TaKOW nNoaxon,
HanpaBAeH Ha ObICTPbIN aHaNN3
MHOXECTBA KNIMEHTOB, B KOTOPbIX CAaUT HE
paboTaeT, a He HaoboporT.

Ona tectTupoBaHmA paboTbl canTa
Heobxoanmo ncnonb3oBaTb bonee
COBEpLUEHHble MeXaHM3MbI (B YaCTHOCTH,
Kpocc-bpay3sepHoe dyHKUMOHANbHOE
TECTUPOBaAHMeE).

rf} Linux

Arora 0.1
#| Arora 0.11
#| Chrome 27.0
#| Chrome 31.0
# Chrome 41.0
# Chrome 44.0
#| Chrome 45.0
| Dillo 3.0
Epiphany 3.1
Epiphany 3.4
#| Epiphany 3.6
Firefox 3.0
Firefox 3.5
#| Firefox 3.6
#| Firefox 4.0
#| Firefox 5.0
#| Firefox 6.0
#| Firefox 7.0
#| Firefox 8.0
# Firefox 9.0
# Firefox 10.0
#| Firefox 11.0

¥ Firefox 12.0

¥ Firefox 37.0
¥ Firefox 38.0
¥ Firefox 39.0
¥ Firefox 40.0
Iceape 2.0

¥ Iceape 2.7

| Iceweasel 17.0
#| Iceweasel 24.3
#| Konqueror 4.13
¥ Kongqueror 4.4
#| Konqueror 4.8

#| Kongueror 4.9

¥l Links 2.8
Luakit 1.1

#| Luakit 1.8

¥ Lynx 2.8

¥ Midori 0.4

#| Opera 10.53

#| Opera 10.6
Opera 11.11
Opera 11.52
Opera 11.61

¥ Opera 11.64

A Windows

Chrome 10.0
Chrome 11.0
Chrome 17.0
Chrome 18.0
Chrome 19.0
Chrome 20.0
Chrome 21.0
Chrome 22.0
Chrome 23.0
Chrome 24.0
Chrome 25.0
Chrome 26.0
Chrome 27.0
Chrome 28.0
Chrome 29.0
Chrome 33.0
Chrome 34.0
Chrome 35.0

S S N S U | S S S S S S S A YA S YA, G YA

Chrome 36.0

# Chrome 39.0
| Firefox 4.0
#| Firefox 5.0
#| Firefox 6.0
#| Firefox 7.0
#| Firefox 8.0
#| Firefox 9.0
#| Firefox 10.0
#| Firefox 11.0
#| Firefox 12.0
#| Firefox 13.0
#| Firefox 14.0
#| Firefox 15.0
#| Firefox 16.0
#| Firefox 17.0
#| Firefox 18.0
#| Firefox 19.0
#| Firefox 20.0

¥ Firefox 21.0

¥ Firefox 22.0
¥ Firefox 23.0
¥ Firefox 24.0
¥ Firefox 25.0
¥ Firefox 26.0
¥ Firefox 27.0
¥ Firefox 28.0
#| Firefox 29.0
#| Firefox 30.0
#| Firefox 31.0
#| Firefox 32.0
#| Firefox 33.0
#| Firefox 34.0
#| Firefox 35.0
#| Firefox 36.0
#| Firefox 38.0
#| Firefox 40.0
¥ Lynx 2.8

#| Opera 15.0

http://browsershots.org/

L. Mac

Firefox 25.0
Firefox 26.0
Firefox 27.0
Firefox 29.0
Firefox 30.0
Firefox 31.0
Firefox 35.0
Firefox 36.0
Firefox 37.0

A O ST I YR A AL Y A YA 8

Firefox 38.0



BrowserStack

Cepsuc BrowserStack asnaetcs
anbTepHaTuBou Browser Shots ¢
noaaep»Kkon 6onblIero KoanyecTea
6pay3epos.

MpuaTHOM 0cobeHHOCTbIO ABAAETCS
noaaeprKKa mobunbHbix nnatpopm (i0OS m
Android)

[na nony4yeHmna CKPUHLWOTOB HEOHX0ANMMO
PEerncTpmMpoBaThCA.
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Phone 45 Pad 3
Phone 5
Motorola Google
Razr MNexus 9
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-0
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https://www.browserstack.com/screenshots



NetRender

OnnanH cepsuc NetRender nossonsier
NONYYUTb CHUMKM CalTa B Pa3/INYHbIX
Bepcuax 6bpay3sepa Internet Explorer.

CepBMC AOCTAaTOYHO MPUMUTUBEH, HO
MO*KeT ObITb noneseH ana 6bicTpon
OLLEHKWN KOPPEKTHOCTU OTODbpaXKeHus caiTa

B 6pay3epax IE.

n et Please support us and donate ﬂsﬂg?rgelYlgggeTjnt;li
B 1 0TAbIXa. HayWHWKM B
Internet Explorer 11 ¥ | https://medexny.com/en o | @ | Render | noaapox. Yauait GonL
Home (i) Ads by Google » Browser Testing » Internet Explorer » Website Browser » Explorer Browser ® O
2015-11-21 Processing time: 7.895 s © GEOTEK GmbH IE11-Image of: https://medexny.com/en
T 792 (800)~T 1016 (1024) ]

M

PATIENT PORTAL
BOOK ONLINE
SERVICES
CONTACTS
EN

MENU

Al of your=medical needs 4

one roof

At your service are such specialists as

Cardiologist, Dermatologist, Dietician,

http://netrenderer.com/index.php



OTobpaxKeHne Ha MOBUIbHbBIX YCTPOMUCTBAX

MOBILE FRIENDLY AND ACCESSIBLE

iF

Consider fixing M

FATIENT PORT AL

BOOK ONLINE

HARDCODED VIEWPORT WIDTH senvices

RESPONSIVE
CONTACTS

The meta viewport uses an hardcoded value for the width of the viewport.

MEND

A numeric hardcoded value for the meta viewport declaration makes the page less responsive to the actual
screen used: if the width is larger than the screen width, the page will be hard to read and will not benefit
from some optimizations (e.g. removal of the 300 ms delay in clicks): if the page is significantly more
narrow than the screen (as is likely on tablets). the page will not benefit from the whole screen real estate.

srvice are such specialists as

(& HOW TO FIXIT: CardiolBRise] D11 Dieticias
Endoctinologist /ENT, Family Physicial ,

Gasuoememmt QB GY: !, I ntervent onal

Use device-width asthe value of the width parameter in the meta viewport declaration. Learn more

about the mobile viewport Radiologist, Mo :rolapis, Orthopedist a1
others <

USERS ARE PREVENTED TO ZOOM

RESPONSIVE

The meta viewport declaration prevents users to zoom in on the page.

https://validator.w3.org/mobile-alpha



CKopoOCTb paboTbl web-npuaoKeHms

* BaxKHenLWwmnm napameTp ansa web npuaoxeHmm — NnoNb3oBaTe/lb XO4eT
No/ly4aTb OTKANK MTHOBEHHO

e CKopoCTb paboTbl CanTa YyYMUTbIBAETCA MONCKOBbIMM CUCTEMAMMU NPU
PAHXMPOBAHMMN CaUTOB B NOUCKOBOW Bblaaye

e [1na Beb6 NpuNoKEeHNN — CKOPOCTb CanTa HEN3DEXKHO byaeT
accouMmMpoBaTbCA € ero KayectBom. Kaknum b6bl npeKkpacHbIM He Bbin
CaM CaNT, NO/Ib30BATE/Ib HE 3aX04EeT X AaTb ero 3arpy3Kkm B TeBHEHUU
HECKONbKUX MUHYT

* OcHoBononaratowmnn paktop UX



¢ WEBPAGETEST

Webpagetest

* CpenctBo Ass 3pPeKTUBHOro aHanm3a pabotol Web-npunoxenus

* Bpems 3arpysKku pecypcos, AeTanbHasa MHbopmaumsa No 3anpocam u
oTBEeTaM cepBepa

* CTaTUCTUYECKMIN aHaIM3 CKOPOCTM PaboTbl calTa

* TecTMpoBaHMe 3arpy3Kun camTa C pa3HbIX TOYEK MMUPA B PA3HbIX
bpay3epax n ycTpomcTBax

* PeKoMeHAaLUUN K YAYUYLLEHUNIO BPEMEHU OTKIMKA MPUNOIKEHUA
* Mpumep: http://www.webpagetest.org/result/151120 YH 11EK/



Load Time First Byte Start Bender Time

2.138s

View

Enable keep-alive

0.303s

Compress Text

1.348s

Document Complete

15

2.138s

Key Optimizations

Compress Images

A

A

B

Waterfall

click for optimization details

Eequests Bytes In

56 KB

Test Results

Optimization Checklist
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¢ WEBPAGETES

http://sq8.stackexchange .con 014 02 0.3 04 05 0.6 07 08 09 1.0 11 1.2 1.3 14 15 1.6 1.7 1.8
1. sga.stackexchange.com = / 220 m
2. ajaxc.googleapis.com - jauery.min.js [ I— T
3. con.sstatic.net - stub.en.js B 156 s
4. cdn.sstatic.net - all.css R 242 »s!
5. areaSi.stackext....com - favicon.ico L 137 we (302
6. stackexchange.com = Favicon,ico 133 me (3020
7. wai.google-anal...con - analytics.js 243 ns
8. edge.quantserve.con - quant . js 22 ns
9. b.scorecardresearch.con ~ beacon. s 163 ns
10. cdn.sstatic.net - bg-site.png 457 ne
11. con.sstatic.net = mini-hero-bg.png . 95 s
12. cdn.sstatic.net - bg-noise.png Sl 104 ns
13. cdn.sstatic.net - sprite-herobox.pog Il 115 ns
14. cdn.sstatic.net...icons-spritels.png R 269 »s
15. cdn.sstatic.net.. oplore-gqlist.en.js B 76 »s
16, cdn.sstatic.net. . .are-sprite-nev.peg B 160 »:
17. cdn.sstatic.net - sprites.prg R 173
18. cdn.sstatic.net - full-ancn.en.js B 173
19. sstatic.net - Favicon.ico B 140 »s
20. sstatic.net - favicon.ico B 92 s
21. b.scorecandreseach.con = b Bl 66 % (02)
22. b.scorecardresearch.con - b2 B
23. pixel.quantsery...change.conlaF jogle 260 e
24, v, google-analytics.com = collect QF3 ne
25. sqa.stackexchange.com - request i 149 ms
26, cdn.sstatic.net - Favicon.ico B 78 »e
A27. stackauth.com - read 540 ns
01 0.2 0.3 04 05 06 0.7 08 09 1.0 1.4 1.2 1.3 14 15 1.6 1.7 1.8
I OnsS Lookup | [ Initial © M ssL | Start Render DOM Content Loaded OnLoad | | Document Complete
https://medexny .confen 0.5 1.0 15 2.0 25 3.0 3.8 4.0 4.5 5.0 55 6.0 65 7.0
& 1. medexny.com e — | I ; —
& 2. medexny.com I E =
& 3. medexny.com ———
£ 4. medexny.com — L
) 5. medexny.com — | - - _
B 6. medexny.com — | ] —
B 7. www.google-analytics.com —_— |
B &. fonts.gstatic.con =
0.9 1.0 1.5 2.0 2.9 3.0 3.8 4.0 4.5 5.0 5.9 6.0 6.5 7.0
CPU Utilization \/_\/_\/W\/W
BandwidthIn (0 - 5,000 Khps) %/\/\_
html Js CES image Flazh Font other
— — — ——




Full Optimization Checklist

¢ WEBPAGETES

Keep-Alive GZip Compress Img Progressive Cache Static CON Detected
https://medexny .comen 1o 100 WA M a3 a3
1: medexny.com - en W o
21 medexny.cam - reguire.js v o o 6 Requests
31 medexny.cam - COomman ..Css v o o @
d: medexny.com - top_logo.png v o @ 1]
A1 medexny.com - top_logo_adaptive.png \I,-‘ J @ & font
6z medexny.com - thankyou.png W o @ htmi
7z medexny.com - contacts_pin.png o o @ image
21 medexny.com - app.js o 4 o o 6 i
9: medexny.com - contacts_phone.png v o 6 other
100 medexny.com - contacts_email .png v o @
11: medexny.com - facebodk.phng v o @
122 medexny.com — Familu-practice.png o
13: medexny.com — gastroenterogy.phng o
14: medexny.com - guynecology.png W
15: medexny.com - internal .png o
16: medexny.com — ophtalmalogy.png o 4
17: medexnd.com — podiatied.phng v
15: medexny.com — cardiology.png v
19: medexny.com - nutrition.png v Bytes
200 medexny.com — optometry.png o
21: medexny.com — hottom_logo.png J J @ C53
22: medexny.com - info o o & font
231 medexny.com - font.woff o o htrmil
241 medexny.com - site.js o 4 o o 6 image
291 medexny.com — favicon.ico v o o 6 js
261 medexny.com - latest v other
271 medexny.com - latest v
281 medexny.com - zite.css o o o @
291 medexny ..com — home,ces o o o @
30 medexny.com - home.js W o o @
3w google-anal .. ..com - ahalytics. js o o L\'. o
321 medexny.com — slidel.jpg o 4 o 6
33: medexny.com — slideZ.jpg v o 6
3d: medexny.com - slide3.jpg v o @
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PageSpeed Insights

Google PageSpeed Insights

* [TonynApHbIN N AaBTOPUTETHbIU

Mobile Desktop
g

cepBUC, NO3BONAOLLNI
NnpPoOaHann3npoBaTb Beb
NPUNOXKEHNE Ha NpeameT
4aCTO BCTPEYAoLMXCA OWNHOOK
N HegopaboToK

PekomeHaauUNN K YAYYLIEHUIO
PaboOTbl caiTa C TOYKU 3peHunsn
CKopocTu n usability

[lopaeprkmnBaeT aHaAMU3 KaK
[EeCKTOMHOM, TaK U MOBUAbHOM
BEPCUM NPUNOKEHUA

Speed

Consider Fixing:
Eliminate render-blocking JavaScript and CSS in above-the-fold content
Your page has 5 blocking CSS resources. This causes a delay in rendering your page.

None of the above-the-fold content on your page could be rendered without waiting for the following resources to load. Try
to defer or asynchronously load blocking resources, or inline the critical portions of those resources directly in the HTML.

Optimize CSS Delivery of the following:

https://medexny.com/resources/css/common/Common.css
https://medexny.com/resources/css/common/site.css
https://medexny.com/resources/css/site/home.css
https://medexny.com/resources/css/common/site.css

https://medexny.com/resources/css/site/home.css
« Hide details

Prioritize visible content

» Show how to fix

Leverage browser caching

https://developers.google.com/speed/pagespeed/insights/?url
=https%3A%2F%2Fmedexny.com%2Fen&tab=mobile



( \ Google
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PageSpeed Insights

Google PageSpeed Insights

* OHNauH BepcuA
* https://developers.google.com/speed/pagespeed/insights/

* [MharvH pna 6paysepa Chrome
@ Developer Tools - https://fwww.google.com/intlfen/chrome/ _

€ % & [0 wmamgeaomchome o | A

Q, Elements Metwork Sources Timeline Profiles Resources Audits Console | Page Speed | Helper

G‘ chrome Dowrload — Feawres  Help  Walcome Engir

Welcome to Chrome |

Make the web faster
PageSpeed Insights for Chrome

What's new in this version? | ¢ o |
B [IoP— = 1 Berons Tiveiee F c ] | | [ szt Fagezonns |
= New and redesigned user experiencel Ew: - = @remn fyreme X Crmte Bt Comm il smss
We redesigned the PageSpeed Insights Chrome experience to match PageSpee = =
Insights Online. e Overview
Mecliom: priomfy [1) Geatting Smtad got an I o [ A00). Lem mo
Support for remote Chrome Developer Tools! myerage trowser caching T — HEMG‘ o

Suggestion Summary

Slick on the nie mmes: io s2e suggestions: for impovement.

= High priselty. Thito SUGHGEHNG IGPICSEnt T | polanlial P wis 1o 1 1aast doyalopmant Gl Howinr, e o0 N Nigh pioily S uggestons fer
s siie Good jobd

You can now run PageSpeed Insights on any remote Chrome browser, including
your mobile device.

= New and improved PageSpeed Insights rules!
We updated the scoring and added additional rules for even more accurate result Wi priority, Thoes pxggoation may mprsesrt ko wirs or much mons work 1o Impsksment. You shoukd oddmes [ Hom et
Lirerage browesr caching

I Espaarimsanial rulis 1)
START ANALYZING b I o B malnris Thasa sinseiin ronnmcnl fha emallak uing Vit bl ani R seneamad with feso Home afior s hondod th hishor.nosd s -

s ¢ il it

Ay AL




GImetrix

OHnanH cepBuc Gtmetrix
ABNAETCA OYEeHb YAOOHbIM U
MOLLIHbIM MHCTPYMEHTOM AN1A
aHa/In3a CKopocTn paboTbl
NPUNOXKEHMUS.

OH ncnonb3yet Google
PageSpeed n Yahoo YSlow
KOMMOHEHTbI ANA aHaM3a
paboTbl canTa.

Kpome MHOXecTBa Nosie3HbIX
METPUK N PEKOMEHAALMNN,
cepBuUC NO3BONSET
3KCNOPTMPOBATbL OTYET CO BCEM
Heobxognmon nHpopmaumen B
dann PDF.

GTi

Features

Performance Scores

PageSpeed Score

A (91%) ~

PageSpeed YSlow

~ Specify image dimensions

Resources  GTmetrix PRO

| atest Performance Report for:
https://medexny.com/en

Report generated: Looks like you might not be using a CDN
Why should | use a CONT
Test Server Region: 1+
Using: @
Page Details
YSlow Score Page Load Time Total Page Size Requests
3 (84%) ~ 1.854 172KB » 21~
Woaterfall Video History
What do my scores mean?
F (o W IMAGES HIGH

https://gtmetrix.com/



GImetrix

Woaterfall

Woaterfall Chart ?

= Medex diagnostic and treatment center

T Y T Y Y

¥ Download HAR File

GET en 200 mede: 4.8KB B SBdms

GET requit 200 mede: 6.2 KB M 90ms

GET comm 200 mede: 3.1KB | L 259ms

https:// medexny.com/resources/img/common/site /top_logo.png 347ms -
GET top_k 200 mede: 497 B B 353ms

GET thank 200 mede: 1.1KB B 358ms

GET conta 200 mede: 301B B t15ms

GET conta 200 mede: 208 B B H17ms

GET conta 200 mede: 251B L d34ms

GET faceb 200 mede: 32.7KB L 526ms
GET family 200 mede: 7.3KB b Hims

GET gastr 200 mede: 6.1 KB b 510ms
GET gynec 200 mede: 4.93KB B 513ms
GET intern 200 mede: 6.1 KB b 526ms
GET ophta 200 mede: 5.7 KB b 522ms
GET podia 200 mede: 5 KB B 579ms
GET cardic 200 mede: 7.1KEB b 602ms
GET nutrit 200 mede: 7.7EKB L 604ms
GET opton 200 mede: 57 KB b 603ms
GET botto 200 mede: 1.1KEB b 6lims
CET anmdic 900 madas C7T a4 KR — A0 T e

| »

RECOMMENDATION

w

Specify image dimensions

~ Combine images using CSS sprites

Optimize the order of styles and scripts
Minify JavaScript

Minify HTML

Avoid bad requests

Avoid a character set in the meta tag
Avoid landing page redirects

Defer parsing of JavaScript

Enable gzip compression

Enable Keep-Alive

Inline small CSS

Inline small JavaScript

Leverage browser caching

Minify C55

Minimize redirects

Minimize request size

GRADE
Fio) v
|7+ v
v
T ~
I ¢
YT
I <
(A0 [R3
1100 PN
2000 PN
YT ©
(A0 [R3
(100 R
(200 PN
EXCTH A
(Ao PN
[0 R

TYPE

IMAGES

IMAGES

CSSNS

15

CONTENT

CONTENT

CONTENT

SERVER

45

SERVER

SERVER

C3S

45

SERVER

C55

CONTENT

COMTENT

PRIORITY

HIGH

MEDIUM

HIGH

HIGH

LOW

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH



«CTOMMOCTb» NPOCMOTPA CanTa

MpocmoTp canTa Ha MOBUABbHOM
YCTPOWCTBE C UCNO/Ib30BaHNEM
MOBWUNBHOrO MHTEPHETA MOXET OKa3aTbCA
[OPOrUM YA0BONbLCTBUEM ANA
no/sib3oBaTens.

KonunuectBo TpaduKka, KOTOpbIn
noTpebnserTca pecypcom Hanpamyto
3aBUCUT OT o6 bema MHPopmaumn,
Heobxoammon bpaysepy AnA oTobpaxKeHus
CTPaHULUbI.

CxaTtue n onTmummsauma pecypcos
NO3BO/IAET HE TONbKO YCKOpPUTb paboTty
NpPe3eHTaUNOHHOW YaCTU NPUIOKEHUA, HO
N COKOHOMMUTb LiEeHHbIN TpaduK, a,
cnepoBaTenbHO, M AEHbIM NOJIb30BaATENS

Country Cost (in USD)

Vanuatu

Angola

Sao Tome and Principe
Ireland

Canada

Japan

Switzerland

Brazil

United States

Germany

Botswana

Namibia

https://whatdoesmysitecost.com/test/151120 YH_ 11EK



DVHKUMOHaNbHOE TECTUPOBaHME

PyHKUMOHANbHOE TECTUPOBaHME BED NPUAOKEHUN BO MHOFOM OTANYAETCS OT
$YHKLMOHANbHOIO TECTUPOBAHUA AECKTOMHbIX NPUNoKeHnn. OCHOBHOE OT/Inyune
COCTOUT B 0COOEHHOCTAX NPe3eHTaUMOHHOM YaCTH NPUJIOKEHMUS

[Monb3oBaTenu, Kak NPaBUIO, MOTYT UCMO/1Ib30BaTb BO3MOXKHOCTU BED NPUNOKEHUA
yepes rpadpuyecknin nHTepdpenc, NnpeacTaBNeHHbIN MHOXKECTBOM BeD CTpaHUYEK

Ba)KHbIM paKkTOpOM ABAAETCA TO, UTO rpadmyecknin MHTeppenc He 3a4aeTCA XKeCTKO, a
bopmynmpyetca B BUAE Pa3smMeTOYHOU CTPYKTYPbI, KOTOPAA 3aTeM UHTEPNPETUPYETCA
KNANEHTCKUM npunoxkeHnem (bpaysepom

PasznuuHble bpaysepbl UMEIOT pas3nnyHble PYHKLIMOHA/IbHbIE BO3SMOXHOCTHU. bonee Toro,
3T BO3MOMKHOCTU MOTYT 3HAYUTE/IbHO OT/IMYATLCA AAXKe B PaMKaX Pa3HbIX BEPCUM
oaHoro 6pay3epa (Hanp., IE6 n IE7)

3apa4a GYHKLMOHANbHOrO TECTMPOBaHUA BED NPUIOKEHNA COCTOMT B NPOBEPKE
NOCTYNHOCTU N KOPPEKTHOCTU paboTbl Bcex GYHKLMOHAIbHbIX BO3MOXKHOCTEMN
NMPUAOXKEHMSA B KaK MOXKHO 60/1ee NO/IHOM MHOMKECTBE K/IMEHTCKMX Bpay3epoB U mx
BEpPCUM



Twill

* [IpoCTOM CKPUNTOBDBIN A3bIK N JIEFTKOBECHbIN KOHCOJ/IbHbIN BED Bpay3ep

° HO,EI,,D,ep)KVIBaET dBTOMAaTU3NPOBaAHHOE TECTUPOBaHUE BebO

NPUNOKEHNIN Yepes 3arnyCcK TeCTOBbIX cLeHapues (py4Hon, python
Koa, 1mbo cron)

* PYHKUMOHANbHOE, CTPEeCcC TeECTUPOBAHMUE
* HanucaH Ha Python

twill-sh [ -u initial_url ] script(s)
twill-fork -n <number to execute> -p <number of processes> script [ scripts... |

http://twill.idyll.org/testing.html



Twill

* Mpumep twill ckpnnTta ana asBtomatnsmposaHHoro noruHa B slashdot

setlocal username <your username>
setlocal password <your password>

go http://www.slashdot.org/
formvalue 1 unickname $username
formvalue 1 upasswd $password
submit

code 200 # make sure form submission iIs correct!



3a4eM HY*KHbl aBTOMaTnyeckme Tectol GUI?

* [opa3no 6bicTpee py4HOro TeCTUPOBAHMUA
* lapeanbHaa NOBTOPSEMOCTb TECTOBbIX C/ly4aeB

* [103BOAAIOT BbINO/IHATb MHTEHCUBHbIE AN BpeMA3aTPaTHbIe onepaunm
bbicTpo (Hanp, drag&drop 500 pa3)

. ABTON\aTMLle)CKoe BbINO/IHEHUE B UUK/IE HENPEepPbIBHOW nHTerpauumn (nightly
builds n T.n.

* \peanbHO NoAXoAsAT ANA perpecCMoOHHOro TeCTUPOBaHMSA

* [103BONIAIOT TECTUPOBATb UAEHTUYHbIE CLEHAPUWN B3aUMOAENCTBUA B
MHOXECTBE KNNEHTOB M NaaThopm

* PaHHee obHapykeHne aedeKkTos
* CHM}KeHWe CTOMMOCTMN TECTUPOBAHUA, Bosblee TECTOBOE NOKPbITUE



OcobeHHOCTV aBTOMaTU4YecKnx tectos GUI

* Acnonb3yoT NPUBA3KKU K anemeHTam GUI

* [To3BONAIOT 331aBaTb AENCTBUA TECTOB, KAK UMNEPATUBHO B BUAE
CKPUNTOB, TaK N MHTEPAKTUBHO, MCMOJ1b3yA PEKMMbI 3aNUCK
ANEeNCTBMN NONb30BaTeENA

* AHaNM3NPYIOT COOTBETCTBME XKENAEMOro pe3y/bTaTa peasbHOMY
NMyTEM CONOCTAB/IEHUA BU3YaJIbHOTO NpeAcTaBAeHNA 3IEMEHTOB,
nnbo cpaBHEHUA UX CBOMUCTB

* YyBCTBUTE/IbHbI K N3MeHeHnto GUI n ero cBOUCTB

* Pasnnyatotca no skcnpeccuBHbIM BO3MOXHOCTAM, NOAAEPKKe
KIMEHTOB M Nnatpopm



Selenium

* KpoccnnatdopMeHHbIN MHCTPYMEHT TecTpoBaHua Web-npunoxxeHun.

e Selenium WebDriver — 310 nporpammHaa 6nbamoTteka Ana ynpasaeHuUs
bpay3epamu

* Selenium RC — ato0 npeabiayuas sepcusa 6MbanoTekm ana ynpasneHus
bpay3epamu

* Selenium Server — 370 cepBep, KOTOPbIM NO3BOAAET YNpaBAATb bpaysepom
C YAaNEHHOM MaLLUHbI, MO CeTH

e Selenium Grid — 310 KnacTep, cocToALWMM U3 HECKONIbKUX Selenium-
cepBepoB

e Selenium IDE — nnarmnH K bpay3epy Firefox, KOTOpbIN MOXKET 3aNMCbIBATb
NEeNCTBMA NONb30BaTeNA, BOCNPOU3BOANTL UX, @ TAKXKE reHepupoBaTb KOJ,
ana WebDriver unm Selenium RC, B KOTOPOM BbINOSHAIOTCA TE XKe CamMble
nencTeuns



Selenium. lNpenmyLLecTBa

* becnnaTtHbIN
* iImeeT pa3BnToe COObLLECTBO

e Selenium nNpocT B NTOHMMaHUKN N He TpebyeT cneuunanbHbIX 3HAHUW. He HYKHO
6bITb NPOrpaMmmMcTom, YTobbl €ro UCrnosIb3oBaTb

e TecTbl MOXHO coXpaHATb KaKk html pannbi

* MOXHO 3KCNOPTUPOBATb CLLEHAPUN B CKPUNTbI Ha PAa3/IMYHbIX A3bIKaXx
NPOrpamMmmMmMpOoOBaHUA

* [logaeprKKa NoaAb30BaATENLCKUX PacLLMPEHnI (ucnonb3yet JS)

e PaboTtaet co Bcemu A-grade b6paysepamm

* [logpepKa Knactepusauum

* BO3MOXHOCTb NOITMPOBaAHMA B Gann

Selenium IDE nogaepuBaet pexxnm oTnaaKku 1 TOYKM ocTtaHoBa (breakpoints)



Selenium. HeaoctaTku

e TecTUpPOBaAHME UCKIIOYNTENBHO BED-NPUNOKEHNI
* Tpebyet JavaScript. MoaaepxKa JS bpay3zepom aBnaeTca obs3aTeNbHbIM TpeboBaHUEM
e Selenium IDE gocTtyneH Tonbko ana Firefox

* [lopaepKMBaAET 3anNMCb TO/IbKO NOC/aeA0BaTENbHOCTEN AENCTBUIM B KayecTBe Tecte. CN0XKHO
KOMBMHUPOBATb COCTaBHblE AENCTBUSA, OCOODEHHO NOC/Ie 3KCNOPTA B KAKON-IMOO CKpuNT

* He noppeprkmsaet Flash n Java annnetsl

* He no3Bo/asAeT UCNOb30BaTb APYrne NPOKCU, T.K. TEXHUYECKN CaM ABASETCA NPOKCU
* OrpaHunyeHHaa nogaeprkka Data Driven Testing

* HeT nogaeprKKn LUMKIOB M YCJIOBHbIX ONepaTopos

* HeT nogaepKkn ob6paboTkmn ownboK

* HeTt BCTpOEEHHOM NoAAEePKKM CO34aHMA OTYETOB

e OTCYyTCTBME TEXHNYECKOM NOAAEPHKKM (B OTIMUME OT KOMMEPYECKMX aNnbTEPHATUB)




Selenium

-

(@) selenium IDE* P=nHCR = ‘& Selenium IDE *

i

File Edit Options Help File Edit Options  Help
Base URL  http://www.google.com/ he
sast = BE pe | 5 © ® Base URL | http:/ v, google, comy
m @ RrRun O wak (O step [ | s |e
Editar | SDurcel
Command Target Yalue
open 7 Carmrmand Target Yalue
v |type q selenium testing open {
| |elick btnG bype q selenium IDE rocks!
|| |clickAndWait  link=Selenium web application testing system Clickand ait bkni
aszertTitle Seleniurm web application testing system clickandw ait link=Antary Marcan, ..,
clickandiait link=5 comments
._ assertTextPresent 1 think recard playba. ..
| Command open hd
Value
Command | assertTextPresent £
E— = Target I think record plavback.is a wonderful thing
Log Reference UI-Element Rollup Infor  Clear val
alue

[info] Executing: |open | /| |

[info] Executing: |type | q | selenium testing |

[info] Executing: |click | btnG | |

[info] Executing: |click&ndWait | link=5elenium web application testing system
[error] Element link=Selenium web application testing system not found

Log Console Info M




FireFox

Selenium core

record debug
play back

[ Selenium core ‘

Safary

Selenium core

handle browsers
with scripts

Selenium IDE

Selenium Remote
Control (RC)
(server)

Libraries (Selenium
API)

import recorded

interaction with
browser as a

language script

\J

Server scripts
(Java, .Net,
Python, Ruby
and more)




Selenium. lNpumep TecTa

from selenium import selenium
import unittest, time, re

class NewTest(unittest.TestCase):
def setup(self):
self.verificationErrors = []
self.selenium = selenium("localhost",
4444, "*chrome", "http://shell.appspot.com™)
self.selenium.start()

def test_new(self):
sel = self.selenium
sel.open("/™)
sel.click("1ink=source™)
sel.wait_for_page_to_load("30000")

def tearbDown(self):
self.selenium.stop()
self.asserteEqual ([], self.verificationErrors)

if __name__ == "_main__":
unittest.main()



Windmill

F AT | A " w N WAWY &
Wmdmlll Servnce

* KpoccnnatpopmeHHbIN MHCTPYMEHT TECTUPOBAHMA

800

Browser Launcher! Windmill Shell Python Shell
Test URL  http://www.getwindmill.com

Web-npunoxxeHun.
* HanucaH Ha Python

* [loapeprKKa co3aaHua ckpmntoB Ha Python, JavaScript
n Ruby

 Pabotaet Microsoft Windows, Mac OS X, u Linux

( Close Open Windmill Browsers \

* 3anNnUCb TECTOB Ha Bcex naatpopmax

* [logaepr*KKa Kpocc-40MeHHbIX TeCToB

* [flogaepr*KKa NCNONb30BaAHMA NPOKCKH

* BcTpoeHHble cpeacTBa pa3pabotumnka — Firebug
 CoBMEeCcTUM CO BCEMM OCHOBHbIMM bpay3epamu




Windmill

| B ﬁ B h‘l‘tp.-"f gDDg'E com - Windmill IDE = ?} hitp:/ figa.com.ua - Windmill IDE - Mozilla Firefox

| Test Building | Tools I Information i | Test Building I Tools | Information |

Status: Ready, Waiting for tests... Status: Ready, Waiting for tests...

} i [ ] [ 3 o ‘
| Actions I Output I Performance ‘ Actions Output Performance | i | ll_.

1 —— I_I
Method: click ] )

limk: E Windmill. He Selenium’oM eanHein...
Locater: xpath j Fhtmlfbody/center waits.forFagelLoad E @ E]

timeout: 20000

waits.forElement E @E]
wpath E ffdiv[@id="node-272']/div/div/div/div/div[3]/div[4]

click timeout: S000

wpath j Jhtml/body/center click E @ [E]

wpath [7] //div[@id="node-272")/div/div/div/div/div[3]/div[4]

click =] o[a] 7| ¢]

name j q xpath E Sdiv[@id="node-272']/div/div/div/div/div[3]/div[1]

- i g PEEEN

limk; E Windmill Testing Framewaork
name j q

sy jtesljng waits.forPageload E @ E]

timeout: 20000

assertz.assertText E @E]

wpath E ffdiv[@id="content' ]}/ div/div[2]/p[1]/strong

validator: Windmill is a web testing tool designed to let vou painles

al
el
1=

b G

Method:  click -~ P

=]}
el
I+

Locater: name  ~|q .

click

L

wraite frrBanal mad

N~

loToBo




Windmill. Mpumep TecTa

from windmill.authoring import windmillTestClient

def test_recordingsuite0():
client = windmillTestClient(__name__)
client.click(id=u'recordedClickid"')
client.click(id=u'textFieldOne')
client.type(text=u'foo bar', id=u'textFieldOne')
client.click(id=u'btnSub')



Microsoft Coded Ul

* MHTerpuposaH B Visual Studio 2010+

* i3Ha4YanbHO noaaepKmnBan ToNbKo IE
* CXOX No PYHKLMOHANBHOCTM C NpoeKTom Selenium

[TestMethod]
public void FacebookValidLogin()

{

var loginPage = BasePage.Launch<LoginPage>();
loginPage.TypeCredentialAndClickLogin(fbLogin, foPassword);
var profilePage = loginPage.InitializePage<ProfilePage>();
Assert.IsTrue(profilePage.lsValidPageDisplayed(),
"Profile page is not displayed.");
}



Microsoft Coded Ul

UI Test Architecture

Test Action Aggregators

|

Web Plug-In
(MSHTML/DOM)

Technology Managers

]

Rich Client Plug-Ins
(UTA/MSAA)

Test Runner Coded UI Test
Interpreter l‘ Code Generation —]‘
Recorder Test Action Filters API Property Provider

Browser Services

UI Elements

!
!

Custom Plug-Ins
(Excel Add-In)




Microsoft Coded Ul. MNpenmyLecTtsa

* Pa3Butas moaennb record & playback
e Crporaa TMnMsauus anemeHToB rpadpmnyeckoro nHTepdenca
* MeToabl ana Hasuraumm no DOM pepesy (nony4yeHne NOTOMKOB UM T.n.)

* BO3MOXHOCTb €CTECTBEHHO B3aMMO/EMNCTBOBATb C 3/1IEMEHTaMM YNPaBAEHNA — He NyTeM M3MEHEHMA
CBOMCTB aTpnbYTOB, a BBOA, AaHHbIX, KIMKKN, HaBeAeHUe Kypcopa 1 T. 4. (the user way)

* MeHepaXep TecToB. [103B0OAET YNPaBAATb TECTOBbIMU CLLEHAPUAMMU U FreHEePUPOBaTb aBTOMATUYECKNe TecCTbl
M3 3anNUCaHHbIX TecToB Ul. y,CI,O6HO 3aMnncbliBaTb HECKOJ/IbKO TECTOB B NoA4pAAa.

* MorKHO A06aBAATb 3aNMCcaHHble TecTbl K 3a4a4am B Team Foundation Server (TFS).

» Test Builder ncnonb3yet makcMmanbHO BO3MOXKHOE KONIMYECTBO aTPUBYTOB, YTOObI MAEHTUIMUMPOBATD
anemeHT Ul. 9TO AenaeT TecTbl bosiee HaaeKHbIMKU B BONpocax nameHeHuma Ul.

» Co3pgaHue Kapt rpadpuyeckoro nHtepderica (Ul Maps)

* Mo3BonsieT TecTupoBaTtb Beb, aeckTon u Silverlight npnnoxeHuns. Takke MOXKHO 3anycKkaTb OJHOBPEMEHHO
HECKO/IbKO Bpay3epoB B pamMKax OHOro TecTa

* He 3aBucuTt ot JavaScript



Microsoft Coded Ul. HeaoctaTku

* Test Manager He ABnAeTcA AOCTAaTOYHO UHTYUTUBHbLIM. [lepCcoHan
HeobxoaAnMmo npeaBapuUTe/IbHO 0Oy4YaTb ero UCNOJIb30BAHUIO.

* Test Manager B paHHWX BEPCUAX CPAaBHUTENbHO HeCcTabuieH

* Coded Ul BkntouyeH Tonbko B Ultimate n Premium Bepcumn Visual
Studio

* i3Ha4YanbHO noaaepKmuean ToNbKo IE

* DN1eMeHTbl rpadmnyecKkoro nHTepdenca He A0/1KHbl MCNOAb30BATb
aBTOMaTU4ecKyto reHepauyuto |ID

* HeT HUKaKoun nogaep*Kkm Mac OS



Microsoft Test Manager (MTM) %D

* 3aQMCbIBaTb HaXXaTunA Knasnil N XKecCTtbl NP BbIMONHEHUNWN TECTa U 6bICTpO NOBTOPATb 3TU
AencTtesmA sBrnocieacrsunin.

* 3anucbiBaTb AENCTBUA NPU BbINOJIHEHNM TecTa b6e3 3apaHee 3anN1aHNPOBaAHHbIX LLAroB.
* [MnaHMpPOBaTb TECTbI C BOSMOXHOCTbIO CO3aHUA LLAroB 13 3anmcaHHbIX 4eUCTBUN,

* OTObBpaxaTb TECTOBbIN CNy4ai cOOKy IKpaHa NPKU BbINONHEHUM TecTa. ABTOMaTUYECKMU
3anucbiBaTb CBOW AENCTBUA, CHUMKM 3KpaHa 1 Apyrne AnarHocTMyeckue AaHHble ANns
BKNOYEHUSA B pe3yabTaTbl TECTa M OTYETbl 06 OLLIMOKaX.

* Co3paBaTb HECKO/IbKO BEPCUMM TECTa ANA Pa3NYHbIX KOHOUTypaumm obopyaoBaHMAa Uau
nporpammHoro obecneyeHus.

e CBA3blBaTb METOAbl TECTA B KOAE, YUTOObl UMUTUPOBATb PYYHbIE TECTbl U MOBTOPATb UX
perynspHo.

* ABTOMaTV3MpOBaTb pa3BepTbiBaHME MPU/IOKEHUA U TECTOB B 1aDOPaTOPHYIO
cpeay. HactpamBaTb NOJIHOCTbIO aBTOMATU3MPOBAHHbIN pabouni npouecc "'cbopKa-
pa3BepTbiBaHNE-TECTUPOBAHMUE" .



- O X

@ @ | @‘ | Testing Center ~ Plan Test Track Organize Person Manager...

Contents | Properties Open Items (0) *

@ Contents Test Suite

e L X g{ Test suite: 245: User should be able to view current person... (Requirement 245) |
*" Default configurations (1): Windows 7 & Chrome ~ State: o In progress =

[&} Person Manager -- Sprint 2

[ | 245 User should be able to view current pe B ‘,.j" Add d Mew L3
(W [2} 246: User should be able to create a new pe

Drag a column header here to group by that column.

I| |ID |Tit|e | Pricrity |Confi... |Tester5 Area Path

o] 247 Werify that current records are visib.., 2 1 Benjamin Day LabMgtResearch201
249 Meodify an existing person record i.. 2 1 Benjamin Da LabMgtResearch201
9P J ¥ 9

Requirements
to be tested

Test Cases
for the Requirement(s)




@ @ ‘ ﬁ[ | Testing Center ~ Plan Test Track Organize Tailspin Toys » Ite

Contents | Results | Properties Mew w Open Item
gﬂ Iteration 2 - Test Results B @
Test Suites: All -
Test Configurations: All -

Test Result Summary Test Result Details | By Test Suite = [ Show data labels

T: A= a customer I should...

W 2 Passed (28.6%) &: As a custorner I should... [

W 2 Failed (28.6%)
W 2 Blocked (28.6%)

M 1 Active (14.3%)

Failed Tests by Reason Failed Tests by Analysis W Active |0 Blocked W Failed J Passed

1 Mew issue (505%) M 2 Meeds investigation (100%)
1 Known issue (50%)




Ranorex 22 Ranorex

e OpelMBOPK A1 aBTOMaTUyeckoro TectuposaHua GUI B web/desktop/mobile
MPUNOXKEHUNAX

* He nmeet cobcTBEHHOTO A3bIKa, ncnonbdyeTt C# n VB anAa co3gaHma CKpuntos

* RanoreXPath — cneumanbHble BbipaxeHna ana naeHTudukaumm anementos GUI (ytmaura
Spy no3BoAseT ANA BbIOpPaHHbIX 3/1eMeHTOB reHepupoBaTb X RanoreXPath onncaHue)

* OH6BEKTHO-OPUEHTUPOBAHHbIA MexaHM3M 3anucn/BocnponsseseHuns Tectos. TabNYHbIN
pesaKTop TECTOB, SIKCMOPT CLLleHapMeB B CKPUNTbI

* bubnmnorteka astomatusauma gna .NET

* Cpepna paspaboTkm — Ranorex Studio (aBTogononHeHne, oThaaKa, ynpaBaeHue
CUEeHapMamMm u T.4.)

* TMH6KMIM nHTEPdENC aBTOMATM3ALUMU — 3/IEMEHTbI UHCTPYMEHTAPUA MOTYT ObITb
BHEZPEHbI B CYLLLECTBYIOLLME CUCTEMbI YNPaBAEHUA NPOoeKTOM (continuous integration u
T.M.)



Ranorex 22 Ranorex

* [MoppeprkmBaemble TexHonornm: HTMLS Test Automation, JavaScript Automated Testing,
Ajax, Flash/Flex Test Automation, Silverlight, ASP.NET, Air, YUI library, Google Web Toolkit,
Ext.Net, Ext JS, Java applet, jQuery, Sencha GXT, Sweetdev Ria, Dhtmlx, MochiKit,
MooTools, Rico (Ajax), Pyjs, SmartClient, midori JavaScript Framework, Echo
(Framework), Enyo, script.aculo.us, ZK (Framework), ...

* MMoppeprkmBaemble bpay3epsbl: Internet Explorer, Firefox, Chrome, Safari
* LleneBasa nnatdpopma: Windows

* Mpumep TECTUPOBAHUA NPUNOIKEHUA B HECKONbKUX Bpay3epax:
http://www.ranorex.com/blog/cross-browser-test-automation

* CpaBHeHue c Selenium: http://www.ranorex.com/ranorex-vs-selenium.html



Ranorex 22 Ranorex

t Page - Windows Internet Explorer

) . Lanorex Tes ‘ - =} X I
e <
€8 - P Lol . ol

a >
4 4 |3 Ranorex Test Page M) v~ B - d# v :)rPage~ JTools v <

¢ Ranorex Test Page ' ‘ M) v B ~ d® v |:kPage v {( Tools v =

Fifth element gray

2 . . Sixt ¢ e
:/‘ Ranor-ex Sixth element yellow
4

Home Menu 1 Menu 2 Menu 3 Menu 4 Menu 5

Validate Element [ Example

Select 'testcolor'

Attribute Name Op

Web Testing Example Page

st the Rancrex Web Testing Features.

] testcolor

| InnerText

| TagName =  SELECT
TagValue green

W W N -

; RanoreXPath multiple tems validation constraints
% Treck [cortaner]17divi@id « Contert 1/h1|@rnetext « Web Testng Examole Page ]| @ any @ al

~) unique
PR ACY uve H1

= M Host RXLAPTOPD0Z' » 11566299 3 sesx
+ Button ‘Rart’
B (;D:Meruﬂu Overview 9!!‘]_50""‘!'”!
= &8 Form Ranorex Test Page - Windows 1| _ WebElement
# & Eement 3
3 Bement
@ 4 Bement
= ) Container Ranorex Test Page - Wi
3 Lo StatusBar 40961
= ) Container
- _._.] Dom Ranorex Test Page’
<> Head
<> Body
<> Div'page’
%) <> Div header-tor
3 <> Div Header'
= <> Div ‘container
5 «> Div 'Conten
<

« m '

Test Form with AJAX

Tracking OFF: Press Ctrl+LWin for instant tracking.
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VIP Database Test Web Application
:vy — VIP Database Test Web Application
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s Dacomwct |
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|

VIP Database Test Web Application
Dacoress |
Lo L
® ama
Rl
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Scwses +
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VIP Database Test Web Application

VIP Oatabase
(Dactroncs

2 3 e wenrgns . (00
%) 4 N

3JRanorex

MANAGE
DATA SOURCES...

[teardown]

E MR 9 o~ |JData Source... Search q
Item y Data Binding Description
V¥, VIP_Web_Test - Test Suite
f & [V (5 VIP_Web_Application BrowserNames
: @ [setup]
H ..... “ TestConnection
& ¥ 3, Add_VIP's VIPs
L@ AddvIP Bound variables: 5

Testsuite Runner ready.




CTpecc TecTupoBaHue BeO NPUNOKEHUN

* Beb npuioxeHUs npeacrasnatoT coboi pacnpeseneHHble KANeHT-
cepBepHble CUCTEMbI C MOTEHLMA/IbHO HEOTPAHUYEHHbIM KONMYEeCTBOM
KNINEHTOB

* Pexkum paboTbl Beb NpuaoxKeHus otandaetcs oT paboTbl AECKTOMHOro
NPUIOXKEHUA TEM, YTO NepBbIM MOTYT OAHOBPEMEHHO NO/Ib30BaTbCA
60/1blLIOE KONNYECTBO NONb30BaTE/NEN

* MMapannenbHana paboTa MHOXeCTBa No/ib30BaTeNen Co34aeT 3HAUYUTENbHYIO
HarpysKy Ha 6ekeHa, HPPACTPYKTYPY

» CTpecc TecTMpoBaHuMe nposepsaeT HaAeXKHOCTb U CTabUNbHOCTb PaboTbl
NPUIOXKEHUSA B YCIOBUAX BbICOKOM HarpysKku. CyLectsyeT TeHAEHLUUA,
COI/1aCHO KOTOPOWM OWKNOKK N AedeKTbl MMEeoT 60bLLYI0 BEPOATHOCTb
NPosiBUTb cebsi NpU 3HaYUTENIbHOM Harpys3kKe.



Webserver Stress Tool

 HTTP/HTTPS KnneHT Ana Harpy3o4HOro TecTMpoBaHus Bed NpunoKeHui
* OnepaymnoHHasa cmctema Windows

* Tpaduk: > 1 Gigabit/s

* bonee 1 maH NPOCMOTPOB CTPAHMUL, B HacC

* 1o 10 TbiC OAHOBPEMEHHDbIX NOJIb30BaTENIEN

* BCTPOEHHbIN reHepaTop OTYETOB

* BcTpoeHHbIN Beb Hbpay3ep

* [Nogpnep*KKa 3arpyskun ¢pamnnos

* BO3MOXXHO UCNO/Ib30BaHUE MPOKCH

* [Mo3BonAaet ncnonbsosatb Ao 5000 paznnyHbix IP agpecos

https://www.paessler.com/tools/webstress



Webserver Stress Tool

S Webserver Stress Tool 8 - Enterprise Edition (Freeware) = S Webserver Stress Tool & - Enterprise Edition (Freeware) = =
F

0 3 B D (] ) @ i O
New Open Save Start Test Report (Word) Report (MTML) Help Mew
Test Setup Select URLs or Edit URL Script

[’Dfll URL Pattern
. 1 il

g () Simple URL Sequence with |2 Y% Ris

Test Type {®) Custom LRL Saript

hitpJfi, =) Y4

Defack Scrge | Test Comple TemRen i i i

URls % [ St R R L o R B s , A

= © ] w) @l d
Save Start Test 2 Report (Word) Report (HTML) Help

PAESSLER Test Setup View Graphical Results PAESSLER

Herarchy Chck: Time: Spectrum Bandwidth
Chick Times and Errors (per URL) Chick Timess, Hits/s and Chcks fs Open Requests and Traffic Protocs] Times Test Chent Health

Protocol Times for all URLs

33 |Sub OnBeforeClick
Browser Settings 35

36

- 37

Settings A
&

Tirne [ms]
cEHusvEdEREEERER

5 B
Time Since Start of Test 5]

59 ta.clickdela 1 jata T : [F — cadk Time: P —Time to FrstByte  [F — Time toConnect [ — Time for DNS W

$1 1" SETTING POSTOATA AND' CREDENTE Test Typa:
Usar Samulation: & s

CHS frum iest umtd 1 chcks par cser)
WIANEOUS VERTS - 20 SE0ONDS DEtEEn Choks

v

<i = S > == Webserver Stress Tool

Test(s) done. CPULosd: Test Progress: (GOSN Test(s) done. CPULoad: TestProgress: (INNNIO0GINN

o
R



Pylot

Noppepka HTTP n HTTPS
MHOronoTOYHbIN FeEHEePaTOP HArpy3Ku
ABTOMaTM4YecKasa obpaboTKa cookie
[TpoBepKa OTBETA C BO3MOXHOCTbIO

UCMNOJ/1Ib30BaAHUA PETYTAPHDbIX Bblpa)-l-(EHMﬁ
KOHCONb BbINO/IHEHUA U MOHUTOPUHTA

CTaTUCTUKA peanibHOro BPpeMeEHM
OT4eTbl U rpaPuKkmn

Pexkumbl KoHconun/GUI
KpocnnatdopMeHHOCTb

http://www.pylot.org/

PYLOT

web performance

F Pylot - Web Performance | Version .01_alpha

=2

File Tools

Stop Agents (count)
Rampup (s)

Summar ¥

Run Time Agents Requests Errors

00:01:25 11f15 234 0
Agent Monitor

Agent Num Statu Requests

1 running 41

2 running 37

3 running 34

4 running 29

5 running 26

5] running 21

7 running 17

3 running 13

9 running 9

10 running 5

11 running 2

12 waiting 4]

13 waiting Ju]

14 waiting W]

15 waiting u]
Errol

Interval (ms)
Duration (s)
Awg Resp Time
1.688 2,753
Last Resp Time Awvg Resp Time
2,875 1.424
2,344 1.490
1.984 1.558
2,734 1.733
2,016 1.733
2.640 1.840
2,375 1.953
2,344 2,085
2.547 2,094
2,641 2,041
2.516 2,539

Avg Throughput | Cur Throughput

[FEE==)

4.667

Bytes Received

1625199
1460643
1347726
1149531
1030614
832419
673863
515307
356751
198155
79278




be3sonacHOCTb BED NPUIOKEHUN

* be3onacHOCTb ABNAETCA BarKHENLIUM PAKTOPOM ANA TaKUX
pacnpeaeneHHbIX CUCTEM, Kak Beb npuaoxKeHuma. B TunnyHom
CLEHApPMM eCcTb Npe3eHTaUMOHHAaA YacTb, KOTOPaA B3aMMOOENCTBYET C
Beb cepsepom nocpeacrtsom HTTP 3anpocos

* HTTP KaHan aBnaeTca He3alwunLeHHbIM, TO ecTb, Ntobasa nHpopmauus,
KOTOpPaA MO HEMY MPOXOAUT MOXKET bbITb NepexBayeHa U
MoaANPUUNPOBAHA

* [IpUNoOXeHnA, KoTopble HYXKAaloTCA B 3alllUTe KaHaNa nepenaymn
3anpocoB 1 oTBeTOoB, ncnoab3ytoT HTTPS

e 1nA noBbIlEHNSA OCO3HAHHOCTU B BOnMpocax 6e30nacHoCTM B cpeae
Be6 npunoxeHuun 6bin co3ganH npoekt OWASP



OWASP

* Open Web Application Security Project (OWASP) - 3TO OTKpPbITbIM NPOEKT
obecneveHunsa 6e3onacHocTn Beb-npunoxkeHmn. Coobuwectso paboTaeT Hag,
CO3ZlaHUEeM CTaTen, y4ebHbIX Nocobui, AOKYMEHTaALUMN, UHCTPYMEHTOB U
TEXHONOMMMN, HaxoAALWMXcA B CBOBOAHOM AocTyne

* OWASP co3pgaeTt cTaHAapTbl, NEPBbIA U3 KOTOPbIX Obl1 oNybaMKOBaH noa
Ha3zBaHnem OWASP Application Security Verification Standard (ASVS)).
OcHoBHasa uenb OWASP ASVS aT1o cTaHaapTU3aUmMa Anana3oHa OxBaTa U
YPOBHA CTPOroCTU AOCTYMHbIX Ha PbIHKE NPUIOKEHNIN, 0becnevynBatoLLLnX
6e3onacHocTb. Llenbto OWASP ASVS Takke ABnAi0Cb co3aaHMe Habopa
KOMMEPYECKN YCNELLIHbIX OTKPbITbIX CTAaHAaPTOB, NPUCNOCODAEHHbIX AN
crneunanmn3npoBaHHbIX Beb-TexHonornmmn. CoopHuK ana Beb-MpunoxeHnm
yXe 6bi1 onybamnkosaH. CoopHuK ana Beb-Cepsumcos B npoLecce
pa3paboTKu.



OWASP. TOIT 10

Injection flaws, such as S0, 05, and LDAP injection occur when untrusted data is sent to an
Al - Injection interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

S >

A2 - Broken
Authentication and Application functions related to authentication and session management are often not

implemented correctly, allowing attackers to compromise passwords, keys, or session tokens, or

M Session R to exploit other implementation flaws to assume other users’ identities.
. anagemen ,
. ge vy
A3 - Cross-Site X55 flaws occur whenever an application takes untrusted data and sends it to a web browser
Scriptin I]E 5] without proper validation or escaping. X55 allows attackers to execute scripts in the victim’s
pting browser which can hijack user sessions, deface web sites, or redirect the user to malicious sites.
I‘b.,\‘_. __JI
A4 - Insecure A direct object reference occurs when a developer exposes a reference to an internal
Direct L‘lh]ect implementation object, such as a file, directory, or database key. Without an access control check
References or other protection, attackers can manipulate these references to access unauthorized data.

Good security requires having a secure configuration defined and deployed for the application,
A5 - 5EEI-II'"'\\‘ framewaorks, application server, web server, database server, and platform. Secure settings
Misconfiguration should be defined, implemented, and maintained, as defaults are often insecure. Additionally,
software should be kept up to date.

L -




OWASP. TOIT 10

AbB - Sensitive Data

Exposure

-/

S

A7 - Missing
Function Level
Access Control

AB - Cross-Site
Request Forgery
(CSRF)

A9 - Using
Components with
Known
Vulnerabilities

Al10 - Unvalidated
Redirects and
Forwards

__.-r‘.

Many web applications do not properly protect sensitive data, such as credit cards, tax 1Ds, and

authentication credentials. Attackers may steal or modify such weakly protected data to conduct
credit card fraud, identity theft, or other crimes. Sensitive data deserves extra protection such as
encryption at rest or in transit, as well as special precautions when exchanged with the browser.

Most web applications verify function level access rights before making that functionality visible
in the UI. However, applications need to perform the same access control checks on the server
when each function is accessed. If requests are not verified, attackers will be able to forge
requests in order to access functionality without proper authorization.

A CSRF attack forces a logged-on victim's browser to send a forged HTTP request, including the
victim's session cookie and any other automatically included authentication information, to a
vulnerable web application. This allows the attacker to force the victim’s browser to generate
requests the vulnerable application thinks are legitimate requests from the victim.

Components, such as libraries, frameworks, and other software modules, almost always run with
full privileges. If a vulnerable component is exploited, such an attack can facilitate serious data
loss or server takeover. Applications using components with known vulnerabilities may
undermine application defenses and enable a range of possible attacks and impacts.

Web applications frequently redirect and forward users to other pages and websites, and use
untrusted data to determine the destination pages. Without proper validation, attackers can
redirect victims to phishing or malware sites, or use forwards to access unauthorized pages.




OWASP Zed Attack Proxy Project (ZAP)

FEile Edit View Analyse Report Tools Online Help

(Saemode ) (1 S H S EE ODOE@D =+« roxall o

NHTerpnpoBaHHan cpeaa ANna UCMbITaHUM Ha

npOHMKHOBeHme (penetration testing), @ SjtesT.; ,; Scripts ] [ % Quick Start TEP Request T “— Response I % Break T ,} Script Console ]
Copep»1T Habop aBTOMaTU3NPOBAHHbIX [ (=2 e | Cacit e g
" GET:hackme HTTP/1.1 288 OK
CKaHepoB, NPU3BaHHbIX NPOBepATb Hanbonee o — Server: Apache-Coyote/1.1
) Cache-Control: private
4aCTO BCTpeyatoLmecs yA3BMMOCTU. Takxke ':stnog.n ifﬁiz.iiiolii;n‘f s 1970 o1s00108 cET
TECTUPOBLLMK MOXKET OPraHM30BbIBaTb aTaku o X xoe Proteerion: 1 medechlock
|| GET:poreus-itle.jpg Content-Type: text/html;charset=UTF-8
prqHym' L| GET:main-bg-1260.png f)z:ze":htanggaﬁzc :;J_.:Sls:lﬁ:&ﬁ GMT
|| GET:note_add.png
|| GET:lookingglass.png app.baseUrl = "http://localhost:8882/hackme/";
| | GET:resultset_next.png </script>
I'IO,EI,KmOLIaeTCFI K Beb NPUNNOKEHUIO B Ka4ecTBe || GET:picture.png ., (seript type=ltext/javascript® sre= . N
. = http://localhost: 8882/ /hackme/scripts/app/application. js?version=1386267486599" >« /script>
NMPOKCUN N OCYyLWeCTBNAET, KaK aKTUBHbIN MOUCK _| POSTI_spring_security_cH <script type="text/javascript” srec=
o o |_| GETrit{page.page, search] "https://maps.googleapis. com/maps/api/js?key=AIzaSyBtsE_hMbkhLLzntmun6Ncs3ZR7USHZkBI&sensor
YSA3BMMOCTEMN, TaK U NAaCCUBHbIN. MHOXecTBO v 5 scrpts b (" >scro>
o s -— ap L4 SCI’"lFII__tZSE;n ex .::|'ZUEZCI"]__[3 >
cTpatermun knacca plug-n-hack. ELS 7 B il N o
#° Forced Browse T 4. Fuzzer I =] Params T =& Hitp Sessions T (o) ZestResults I &% WebSockets I Hi AJAX Spider T | -] Output
= Histary T C, Search T #4 Break Points T [ Alerts = T ) Active Scan T & Spider
MHCprMeHTapVIlZ I'Ipe,EI,Ha3Ha‘-IeH plnﬂ @ Cross-domain JavaScript source file inclusion
o v [E Alerts (4) URL: http:Mocalhost8082/hackme/
CneLllmanMCTOB NCcNbiTaHNM npOHMKHOBeHMH. » [ ™ Cross-domain JavaScript source file inclusion Risk: [ Low
2 [ﬁ‘ FIncomplete or no cache-contrel and pragma HTTPHeader set (15) Reliability;: Warning
» (B v X-Content-Type-Options header missing (4) n:.(maw- hHne limane aannlnanic ~amimane i
o (B e = u ——— P -

Alerts D Q0 3 R CurrentScans ) 0 %0 o0 G0 450 %o

https://www.owasp.org/index.php/OWASP_Zed_Attack Proxy Project



[TooBEpPKa KOPPEKTHOCTU HACTPOUKKM HTTPS

Ncnonb3oBaHne HTTPS Tpebyet
HETPWUBMAIbHON HACTPOUKM
COOTBETCTBYHOLLEN BED
MHPpacTpyKTypbl (Beb cepBepa, B
nepByto oyepeab).

Hepeako, HEKOPPEKTHO
HacTpoeHHbIn HTTPS moxKeT
co3gaTb nnnto3nio besonacHocTu.

HTTPS moxeT orpaHn4nTb CANCOK
K/IMEHTOB, KOTOPble CMOTyT
NOAKNOYATLCA N MCNONBb30BATb
cant. MpaBu/IbHaA HAaCTPOMKa
HTTPS no3Bo/UT NPUNOXKEHUIO
n3berkaTb MHOXECTBA NPOCTbIX
aTaK, BO3MOXHbIX B HTTP

Summary

Overall Rating

Certificate

A I Protocol Support
Key Exchange

Cipher Strength

0 20 40 G0 &0 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

https://www.ssllabs.com/ssltest/analyze.html



Bonpocsoi?



[1apa mbic/1en 0 TeCTUPOBAHUM

* «HMKaKkue ctaHaapTbl 1 cneundpuKaumm, HUKAKOU KOHTPO/Ib U
OTC/IEXUBAHMNE U3MEHEHUWN HEe rapPaHTUPYIOT KayecTBa NpoayKumm. Bee
3aBMCUT TOZIbKO OT Nt0AEN — X PAabOTOCNOCOOHOCTU, MaCTEpPCTBA U
ymeHunA pabotatb B KOMaHAe. ToNbKOo 3TO onpeaenaeT pe3ynbraT, a HUKaAK
He npasuna.» (Cam KaHnep, "TectuposaHue MNO")

e «TecTUpPOBLWMUK AONKEH ObITb YMHEE NPOrPaMMMUCTA... HY NN, NO KPanHeEWN
Mmepe, XxmuTpee ero»

* « MbIlWNEHNE NPOrPaMMMCTOB N TECTUPOBLLMKOB ,,3aTOYEHO” NO-pPa3HOMY.
[MporpaMmuCT ULWET KOPOTKMM NYTb peLlleHnsa, 4OCTUraeT Leam — n nocae
3TOro CTPEMMUTCA YKe K HOBbIM 3a4a4am. A TeCTUPOBLUUK 0O6CTOATENBHO
BbIBEPAET HEYYTEHHbIE MOMEHTbI, MPOBEPAET Pa3Hble KOMOMHALUNY.



Cnacmnbo 3a BHUMAHMe



Pecypchl

N o U s N Re

Twill (koHconbHbIN 6pay3ep): http://twill.idyll.org/

Selenium (aBTomaTtusaumsa): http://www.seleniumhg.org/

MS Coded Ul (aBTomaTtusaumsa): https://msdn.microsoft.com/en-us/library/dd286726.aspx

Ranorex (aBTomaTtusaumsa): http://www.ranorex.com/web-test-automation.html

MTM (ynpasneHue tectuposaHuem): https://msdn.microsoft.com/ru-ru/library/jj635157.aspx
OWASP TOP 10: https://www.owasp.org/index.php/Top10#0OWASP Top 10 for 2013
Mposepka HTTPS: https://www.ssllabs.com/ssltest/analyze.html
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